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Financially motivated threat actor Earth Lusca found actively targeting organizations globally.

Severity: High

Date: January 24, 2022

REMEDIATION

1. Block the threat indicators at their respective controls.

2. Ensure Microsoft Windows Workstations, Microsoft Exchange Server and Microsoft IIS Server are updated with the latest security
patches.

3. Do not click on links or download untrusted email attachments coming from unknown email addresses.

4. Inspect the sender email address in the header to ensure the address matches with the purported sender.

5. Ensure Domain Accounts follows the least privilege principle and ensure Two-Factor authentication is enabled on all Business Email
Accounts.

6. Ensure to enforce Two-Factor authentication for VPN clients prior to connecting to Organization's Resources through a VPN tunnel.
7. Ensure VPN client software and VPN servers are patched with the latest security updates released by the vendor.

8. Keep all systems and software updated to the latest patched versions.

9. When possible, include hash values in manifest files to help prevent side-loading of malicious libraries.

10. Set PowerShell execution policy to execute only signed scripts. The change in policy on a system may be a way to detect malicious
use of PowerShell.

11. Kindly enable deep inspection for outbound FTP and HTTP traffic passing through Web Application Firewall (WAF).

12. Ensure Remote Desktop (RDP), Remote Procedure Call (RPC), and Virtual Network Computing (VNC) Services are strictly isolated
from internet-facing

cloud or on-premise IT infrastructure. And ensure these remote services are only allowed through VPN tunnels.

13. Educate employees about phishing attacks and use effective email filtering techniques from external sources.

14. Disable Windows Script Host. This will prevent users from running any scripts (including VBScript and JScript scripts) that rely on
WSH.

15. Ensure that unnecessary ports and services are closed to prevent the risk of discovery and potential exploitation.

DOMAINS

dsyu.livehost[.]live 7hin9yr3yé6.symantecupd[.Jcom
3VnwTuqg9s.ithome[.]house ybk47i6z8q.wikimedial.]vip
dust.dnslookupl.]services bm2l41risv.livehost[.]live
5s2zm07ao.wikimedial[.]vip wO1grw7gs.ithome[.]house
coivo2xo.livehost[.]live o56n1tosy.livehost[.]live
rid3wg7xofs.livehost[.]live Imogv.dnslookupl.]services
www.getdns[.]gd mztfki9x.wikimedial.]vip
6czumiOfbg.symantecupd[.Jcom smtp.nslookup[.]club
cookiestest[.Jml ok3x377v3f.symantecupd[.]Jcom
1dfpi2d8kx.wikimedial.]vip

qgfinance[.]ml

5NcNt6z1.wikimedial.]vip

Izfhomel[.]xyz

READ

e FEarth Lusca Hackers Aimed at High-Value Targets in Government and Private Sectors
e Earth Lusca Employs Sophisticated Infrastructure, Varied Tools and Techniques
e Delving Deep: An Analysis of Earth Lusca’s Operations



https://thehackernews.com/2022/01/earth-lusca-hackers-aimed-at-high-value.html
https://www.trendmicro.com/en_in/research/22/a/earth-lusca-sophisticated-infrastructure-varied-tools-and-techni.html
https://www.trendmicro.com/content/dam/trendmicro/global/en/research/22/a/earth-lusca-employs-sophisticated-infrastructure-varied-tools-and-techniques/technical-brief-delving-deep-an-analysis-of-earth-lusca-operations.pdf
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Severity: High

Date: January 24, 2022
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Financially motivated threat actor Earth Lusca found actively targeting organizations globally.
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Zero-day privilege escalation vulnerability - "RemotePotato0" found impacting all Windows

versions.

Severity: High
Date: December 18, 2022

BUSINESS IMPACT

Successful exploitation of the vulnerabilities would

allow remote attackers to perform SSRF attacks,
trigger denial of service (DoS) or

bypass security policies, execute arbitrary code on
the target system and allow attackers to take full

control of an affected system.

RECOMMENDATIONS

1. Windows admins should either disable
NTLM or configure the servers to block
NTLM relay attacks using Active Directory
Certificate Services (AD CS).

2. If NTLM must remain enabled, it is strongly
recommended to enable protections such as
SMB signing, LDAP signing, and channel
binding.

3. For HTTP(S), remove all non-TLS-protected
HTTP bindings (prefer SSL everywhere,
particularly where NTLM is used) and
configure Channel Binding Tokens validation
by setting the tokenChecking attribute to a
minimum of Allow (if not Require) as
documented here.

4. For LDAP, set the Domain controller: LDAP
server signing requirements Group Policy to
Require signature for non-LDAPS LDAP
connections as documented here.

5. Set the Domain controller: LDAP server
channel binding token requirements Group
Policy to a minimum of When Supported (if
not Always) as documented here.

6. For SMB, you should configure SMB Signing
by setting the Group Policy Digitally sign
server communication (always) as
documented here.

7. Remove or Disable Nego/NTLM instead use
Kerberos

8. Relayed credentials are most likely over the
SMB or RPC services, hence ensure ports

139 and 445 are not left open on Internet or
DMZ facing side.

INTRODUCTION

RemotePotato0 (Relaying Potatoes) - a local privilege escalation vulnerability,
impacts all Windows versions. The flaw exists in Windows RPC Protocol. To
exploit the bug, some higher-privileged users must be logged in to the same
Windows computer as the attacker at the same time.

RemotePotato0 can be exploited without requiring the target's interaction by
relaying authentication to other protocols. A logged-in low-privileged attacker
can trigger authenticated RPC/DCOM calls and relay the NTLM authentication
to other protocols, which allows them to elevate privileges from user to domain
administrator, likely allowing full domain compromise.

Note: The vulnerability was disclosed in April 2021 is yet to receive a CVE ID,
and the current status of this vulnerability is "won't fix".

DETECTION

Use YARA rule to detect RemotePotatoO.

AFFECTED PRODUCT

All versions of Microsoft Windows Workstation and Server products

READ

Windows 'RemotePotatoQ' zero-day gets an unofficial patch

Relaying Potatoes: Another Unexpected Privilege Escalation Vulnerability in
Windows RPC Protocol

Free Micropatches for "RemotePotatoQ", a "WON'T FIX" Local Privilege Escalatio
Affecting all Windows Systems

Proof Of Concept (POC)


https://www.bleepingcomputer.com/news/security/windows-remotepotato0-zero-day-gets-an-unofficial-patch/
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
https://blog.0patch.com/2022/01/free-micropatches-for-remotepotato0.html
https://github.com/antonioCoco/RemotePotato0
https://support.microsoft.com/en-gb/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429
https://support.microsoft.com/en-gb/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/security/authentication/windowsauthentication/extendedprotection/#how-to-enable-extended-protection-for-windows-authentication
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/domain-controller-ldap-server-signing-requirements#best-practices
https://support.microsoft.com/en-us/topic/2020-ldap-channel-binding-and-ldap-signing-requirements-for-windows-ef185fb8-00f7-167d-744c-f299a66fc00a
https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signing
https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signing
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Critical authentication bypass vulnerability impacted Zoho ManageEngine Desktop Central and

Desktop Central MSP.

Severity: Critical

Date: December 18, 2022

BUSINESS IMPACT

Successful exploitation of the vulnerability allows
remote attacker to bypass the authentication
process, gain unauthorized access, perform
unauthorized actions on the vulnerable server and
deploy further malicious payload to execute
ransomware like disruptive attacks.

RECOMMENDATIONS

1. Update Desktop Central server & Desktop
Central MSP server to the latest build - 10.1.2137.9
or higher.

2. Follow the security hardening guidelines for
Desktop Central and Desktop Central MSP to
ensure all the security controls are configured to
keep network secure.

INTRODUCTION

Zoho fixed critical vulnerability (CVE-2021-44757) that affects Desktop
Central, and Desktop Central MSP unified endpoint management (UEM)
the solution is more likely to be exploited in targeted hacking campaigns and
malware attacks. The vulnerability exists due to an error when processing
authentication requests.

A remote attacker can bypass the authentication process and gain
unauthorized access to the server. The flaw also allows threat actors to read
unauthorized data or write an arbitrary zip file on the server.

AFFECTED PRODUCT

The security issue impacts Desktop Central server & Desktop Central
MSP server builds prior to 10.1.2137.9

READ

for CVE-2021-44757


https://pitstop.manageengine.com/portal/en/community/topic/a-critical-security-patch-released-in-desktop-central-and-desktop-central-msp-for-cve-2021-44757-17-1-2022
https://securityaffairs.co/wordpress/126828/security/zoho-desktop-central-cve-2021-44757-flaw.html
https://securityaffairs.co/wordpress/126828/security/zoho-desktop-central-cve-2021-44757-flaw.html
https://thehackernews.com/2022/01/zoho-releases-patch-for-critical-flaw.html
https://www.bleepingcomputer.com/news/security/zoho-plugs-another-critical-security-hole-in-desktop-central/
https://pitstop.manageengine.com/portal/en/community/topic/a-critical-security-patch-released-in-desktop-central-and-desktop-central-msp-for-cve-2021-44757-17-1-2022
https://www.manageengine.com/desktop-management-msp/cve-2021-44757.html
https://www.manageengine.com/desktop-management-msp/cve-2021-44757.html
https://www.manageengine.com/products/desktop-central/security-recommendations.html
https://www.manageengine.com/desktop-management-msp/security-recommendations.html
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A new multi-platform backdoor named SysJoker actively targeted Windows, Linux, and macOS.

Severity: High

Date: January 12, 2022

REMEDIATION

1. Block the threat indicators at their respective controls.

2. Ensure Microsoft Windows Workstations, Microsoft Exchange Server and Microsoft IIS Server are updated with latest security
patches.

3. Ensure Linux servers and workstations are updated with latest security patches.

4. Do not click on links or download untrusted email attachments coming from unknown email addresses.

5. Inspect the sender email address in the header to ensure the address matches with the purported sender.

6. Ensure Domain Accounts follows least privilege principle and ensure Two-Factor authentication is enabled on all Business Email
Accounts.

7. Ensure VPN client software and VPN servers are patched with latest security updates released by vendor.

8. Keep all systems and software updated to latest patched versions.

9. Use Microsoft's Enhanced Mitigation Experience Toolkit (EMET) Attack Surface Reduction (ASR) feature to block regsvr32.exe from
being used to bypass

application control.

10. Set PowerShell execution policy to execute only signed scripts. The change in policy on a system may be a way to detect malicious
use of PowerShell.

11. Ensure Remote Desktop (RDP), Remote Procedure Call (RPC), and Virtual Network Computing (VNC) Services are strictly isolated
from internet facing

cloud or on-premise IT infrastructure. And ensure these remote services are only allowed through VPN tunnels.

12. Test and review everything downloaded before approving it for use. The packages typically include update-time scripts that run when
you do the

update, so malware infections could be delivered as part of the update process.

13. Make sure right modules are being downloaded from right publisher. Even legitimate modules sometimes have names that clash,
compete, or confuse.

14. Ensure that unnecessary ports and services are closed to prevent risk of discovery and potential exploitation.

15. Limit unnecessary lateral communications between network hoses, segments, and devices.

READ

https[://]bookitlab[.]Jtech

https[://]winaudio-tools[.]Jcom

https[://]graphic-updater[.Jcom

httpsl[://]github[.Jurl-mini[.Jcom

https[://]office360-update[.]Jcom
https[://]drive[.]Jgoogle[.]Jcom/uc?export=download&id=1-NVty4YX0dPHdxkgMrbdCldQCpCaE-Hn
https[://]drive[.]Jgoogle[.]Jcom/uc?export=download&id=1W64PQQxrwY3XjBnv_QAeBQu-ePr537eu

READ

e ‘Fully Undetected’ SysJoker Backdoor Malware Targets Windows, Linux & macOS
e New SysJoker Backdoor Targets Windows, Linux, and macOS



https://threatpost.com/undetected-sysjoker-backdoor-malwarewindows-linux-macos/177532/
https://www.intezer.com/blog/malware-analysis/new-backdoor-sysjoker/
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Security Patch Advisory
17th January to 23rd January | Trac- ID: NI122.01.0.4

Severity Matrix

L M H

Low Medium | High Critical

UBUNTU

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION
S USN-5227-2:
oy Ubuntu Linux Pillow e Ubuntu 16.04 ESM Kindly update to
3 s o Ubuntu 14.04 ESM fixed version
R vulnerabilities E——

RED HAT

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION

= Red Hat Enterprise Linux Server 7

x86_64
Rodbar | RHSAZOZLS226 | pc ot Emerrise L indl undateto
Enterprise Linux —_Y Workstation 7 x86_64 fixed version
Advisory = Red Hat Enterprise Linux Desktop 7
x86_64

= Red Hat Enterprise Linux Server -

RHSA-2021:5227 Extended Life Cycle Support 6
Red Hat . Kindly update to
Ent ise Li - Security x86_64 - -
nterprise Linux Advisory = Red Hat Enterprise Linux Server - fixed version

Extended Life Cycle Support 6 i386



https://ubuntu.com/security/notices/USN-5227-2
https://ubuntu.com/security/notices/USN-5227-2
https://ubuntu.com/security/notices/USN-5227-2
https://ubuntu.com/security/notices/USN-5227-2
https://ubuntu.com/security/notices/USN-5227-2
https://access.redhat.com/errata/RHSA-2022:0143
https://access.redhat.com/errata/RHSA-2022:0143
https://access.redhat.com/errata/RHSA-2022:0143
https://access.redhat.com/errata/RHSA-2022:0157
https://access.redhat.com/errata/RHSA-2022:0157
https://access.redhat.com/errata/RHSA-2022:0157
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
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Security Patch Advisory
17th January to 23rd January | Trac- ID: NI122.01.0.4

Severity Matrix

L M H

Low Medium | High Critical

ORACLE
TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION

® ELSA-2022-0143
- Oracle Li . = Oracle Linux 7 (aarch64) Kindly update to
o racie Linux - httpd security . . .
o = Oracle Linux 7 (x86_64) fixed version
N update
® ELSA-2022-0143 _ .
- . . = Oracle Linux 7 (aarché4) Kindly update to
Y Oracle Linux - httpd security . . .
o = Oracle Linux 7 (x86_64) fixed version
= update E—

NETAPP

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION

CVE-2021-
& 44716 Golang .
© 44716 Golan
s NetApp T Cloud Insights Telegraf Agent Kindly update to
gl Products Vulnerability in g g g fixed version
N NetApp

Products



https://linux.oracle.com/errata/ELSA-2021-9623.html
https://linux.oracle.com/errata/ELSA-2021-9623.html
https://linux.oracle.com/errata/ELSA-2021-9623.html
https://linux.oracle.com/errata/ELSA-2021-5206.html
https://linux.oracle.com/errata/ELSA-2021-5206.html
https://linux.oracle.com/errata/ELSA-2021-5206.html
https://linux.oracle.com/errata/ELSA-2021-9623.html
https://linux.oracle.com/errata/ELSA-2021-9623.html
https://linux.oracle.com/errata/ELSA-2021-5206.html
https://linux.oracle.com/errata/ELSA-2021-5206.html
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/
https://security.netapp.com/advisory/ntap-20220121-0002/

